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SUBJECT: UK PROPOSALS FOR REVISION OF COCOM CRITERIA 
AND EXCEPTIONS PROCEDURE 

1 . ON JULY 12, UK EMBASSY (COMMERCIAL MINISTER BRIDGES) 
PRESENTED DEPARTMENT WITH "SPEAKING NOTE" OUTLINING UK 
PROPOSALS FOR REVISION OF COCOM CRITERIA AND EXCEPTIONS 
PROCEDURE TO IMPROVE HANDLING OF LIST REVIEWS AND 
EXPEDITE EXCEPTIONS CASES. UNDER PROPOSAL UK SUGGESTS 
FOLLOWING PARAGRAPH BE ADDED TO CRITERIA: 

"ITEMS ARE INCLUDED ON THE LIST IF THEIR EXPORT TO 
THE PRESCRIBED DESTINATIONS COULD HAVE A SIGNIFICANT 
ADVERSE EFFECT ON THE SECURITY OF THE MEMBER STATES OF 
COCOM AND THEIR ALLIES, OR DIMINISH TO AN UNACCEPTABLE 
EXTENT A STRATEGICALLY SIGNIFICANT TECHNOLOGICAL 
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ADVANTAGE OVER THE COUNTRIES TO WHICH THE EMBARGO APPLIES. 
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THE LISTS ARE REVISED PERIODICALLY SO AS TO ENSURE THAT 
THEIR CONTENTS REMAIN CONSISTENT WITH THESE CRITERIA." 

2. UK WOULD FURTHER ADD FOLLOWING SUB-PARAGRAPH (C) TO 
PARAGRAPH 1 OF THE INTRODUCTION OF THE EXCEPTIONS 
PROCEDURES IN COCOM DOC. REG (73) 3: 

"(C) TO ENSURE THAT THE EFFECT OF THE EMBARGO IS 

LIMITED TO SUCH EXPORTS AND PROVISION OF TECHNOLOGICAL 
DATA AND SERVICES AS WOULD HAVE A SIGNIFICANT ADVERSE 
EFFECT ON THE SECURITY OF THE MEMBER STATES OF COCOM AND 
THEIR ALLIES OR DIMINISH TO AN UNACCEPTABLE EXTENT STRA- 
TEGICALLY SIGNIFICANT TECHNOLOGICAL ADVANTAGE OVER THE 
COUNTRIES WHICH THE EMBARGO APPLIES." 

3. UK WOULD ALSO ADD FOLLOWING PHRASE TO PREAMBULATORY 
PARAGRAPH L TO THE GENERAL PRINCIPLES: "SUCH OF THE 
FOLLOWING FACTORS AS MY BE RELEVANT TO THE PROPOSAL:" 

4. USDEL WILL NOTE THAT UK PROPOSALS SUBSTANTIALLY THE 
SAME AS THE REVISED PROPOSALS PRESENTED BY UK IN MAY, 

L974. 

5. EMBASSY INDICATED IT IS UK INTENTION TO GIVE 
PROPOSALS TO OTHER COCOM MEMBERS BY END OF JULY WITH A 
VIEW TO BILATERAL DISCUSSIONS DURING THE AUTUMN. 

EMBASSY MADE CLEAR UK RECEPTIVE TO A FURTHER ROUND OF 
INFORMAL OFFICIAL DISCUSSIONS WITH US BEFORE END OF JULY 
IF IF US WISHED TO SUGGEST THIS. WHETHER OR NOT THIS IS 
DONE THEY SUGGEST MORE FORMAL DISCUSSIONS BETWEEN TWO 
GOVERNMENTS IN EARLY 1977 WITH A VIEW TO FORMAL TABLING 
OF PROPOSALS IN COCOM ABOUT APRIL 1977. THE UK 
ENVISAGES THAT THE NEXT LIST REVIEW WOULD THEN BE HELD 
ON BASIS OF REVISED CRITERIA. 

6. WE HAVE REPLIED TO BRITISH ON INFORMAL BASIS NOTING 
THAT WE WOULD BE IN A BETTER POSITION TO DISCUSS 
CRITERIA AND CHANGES IN EXCEPTIONS PROCEDURE AT A LATER 
DATE BUT CONSIDER IT APPROPRIATE FOR THE BRITISH TO PASS 
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ON THEIR PROPOSALS AND INDICATE THEIR THINKING TO THE 
OTHER COCOM MEMBERS AS THEY PLAN. MEANTIME WE WILL STUDY 
THE UK PROPOSALS FURTHER IN THE INTER-AGENCY FRAMEWORK IN 
RELATION TO OUR OWN REVIEW OF POSSIBLE COCOM CHANGES. 
BRIDGES MADE CLEAR THAT UK OFFER OF EARLY BILATERAL WAS 
STILL OPEN IF WE WISHED TO PURSUE IT. 

7. IN RESPONSE TO ANY INITIATIVE FROM UKDEL, USDEL MAY 
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STATE THAT UK CORRECT (AS NOTED BY BRIDGES IN HIS 
PRESENTATION) THAT WE HAVE BEEN REVIEWING OUR PROCEDURES 
AND POSSIBILITY OF CHANGES IN COCOM, BUT THIS REVIEW 
ONLY IN EARLY STAGES. (DEFENSE SCIENCE BOARD RECOM- 
MENDATIONS STILL UNDER EXAMINATION IN DEFENSE AND EARB 
COMPLIANCE STUDY. WHICH COULD HAVE A BEARING ON US 
PROPOSALS IN COCOM. STILL IN PROCESS.) WE THEREFORE 
CANNOT SAY AT THIS TIME WHEN WE CAN GIVE SUBSTANTIVE 
COMMENTS. 

FYI: WE EXPECT TO HAVE INTERAGENCY DISCUSSION OF THE UK 
PROPOSALS THIS WEEK AND WILL PROVIDE FURTHER GUIDANCE 
IF APPROPRIATE. END FYI. KISSINGER 
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SUBJECT: UK PROPOSALS FOR REVISION OF COCOM CRITERIA 
AND EXCEPTIONS PROCEDURE 

1 . ON JULY 12, UK EMBASSY (COMMERCIAL MINISTER BRIDGES) 
PRESENTED DEPARTMENT WITH "SPEAKING NOTE" OUTLINING UK 
PROPOSALS FOR REVISION OF COCOM CRITERIA AND EXCEPTIONS 
PROCEDURE TO IMPROVE HANDLING OF LIST REVIEWS AND 
EXPEDITE EXCEPTIONS CASES. UNDER PROPOSAL UK SUGGESTS 
FOLLOWING PARAGRAPH BE ADDED TO CRITERIA: 

"ITEMS ARE INCLUDED ON THE LIST IF THEIR EXPORT TO 
THE PRESCRIBED DESTINATIONS COULD HAVE A SIGNIFICANT 
ADVERSE EFFECT ON THE SECURITY OF THE MEMBER STATES OF 
CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 STATE 279102 

COCOM AND THEIR ALLIES, OR DIMINISH TO AN UNACCEPTABLE 
EXTENT A STRATEGICALLY SIGNIFICANT TECHNOLOGICAL 
ADVANTAGE OVER THE COUNTRIES TO WHICH THE EMBARGO APPLIES. 
THE LISTS ARE REVISED PERIODICALLY SO AS TO ENSURE THAT 
THEIR CONTENTS REMAIN CONSISTENT WITH THESE CRITERIA." 

2. UK WOULD FURTHER ADD FOLLOWING SUB-PARAGRAPH (C) TO 
PARAGRAPH 1 OF THE INTRODUCTION OF THE EXCEPTIONS 
PROCEDURES IN COCOM DOC. REG (73) 3: 

"(C) TO ENSURE THAT THE EFFECT OF THE EMBARGO IS 

LIMITED TO SUCH EXPORTS AND PROVISION OF TECHNOLOGICAL 
DATA AND SERVICES AS WOULD HAVE A SIGNIFICANT ADVERSE 
EFFECT ON THE SECURITY OF THE MEMBER STATES OF COCOM AND 
THEIR ALLIES OR DIMINISH TO AN UNACCEPTABLE EXTENT STRA- 
TEGICALLY SIGNIFICANT TECHNOLOGICAL ADVANTAGE OVER THE 
COUNTRIES WHICH THE EMBARGO APPLIES." 

3. UK WOULD ALSO ADD FOLLOWING PHRASE TO PREAMBULATORY 
PARAGRAPH L TO THE GENERAL PRINCIPLES: "SUCH OF THE 
FOLLOWING FACTORS AS MY BE RELEVANT TO THE PROPOSAL:" 

4. USDEL WILL NOTE THAT UK PROPOSALS SUBSTANTIALLY THE 
SAME AS THE REVISED PROPOSALS PRESENTED BY UK IN MAY, 

L974. 

5. EMBASSY INDICATED IT IS UK INTENTION TO GIVE 
PROPOSALS TO OTHER COCOM MEMBERS BY END OF JULY WITH A 
VIEW TO BILATERAL DISCUSSIONS DURING THE AUTUMN. 

EMBASSY MADE CLEAR UK RECEPTIVE TO A FURTHER ROUND OF 
INFORMAL OFFICIAL DISCUSSIONS WITH US BEFORE END OF JULY 
IF IF US WISHED TO SUGGEST THIS. WHETHER OR NOT THIS IS 
DONE THEY SUGGEST MORE FORMAL DISCUSSIONS BETWEEN TWO 
GOVERNMENTS IN EARLY 1977 WITH A VIEW TO FORMAL TABLING 
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OF PROPOSALS IN COCOM ABOUT APRIL 1977. THE UK 
ENVISAGES THAT THE NEXT LIST REVIEW WOULD THEN BE HELD 
ON BASIS OF REVISED CRITERIA. 

6. WE HAVE REPLIED TO BRITISH ON INFORMAL BASIS NOTING 
THAT WE WOULD BE IN A BETTER POSITION TO DISCUSS 
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CRITERIA AND CHANGES IN EXCEPTIONS PROCEDURE AT A LATER 
DATE BUT CONSIDER IT APPROPRIATE FOR THE BRITISH TO PASS 
ON THEIR PROPOSALS AND INDICATE THEIR THINKING TO THE 
OTHER COCOM MEMBERS AS THEY PLAN. MEANTIME WE WILL STUDY 
THE UK PROPOSALS FURTHER IN THE INTER-AGENCY FRAMEWORK IN 
RELATION TO OUR OWN REVIEW OF POSSIBLE COCOM CHANGES. 
BRIDGES MADE CLEAR THAT UK OFFER OF EARLY BILATERAL WAS 
STILL OPEN IF WE WISHED TO PURSUE IT. 

7. IN RESPONSE TO ANY INITIATIVE FROM UKDEL, USDEL MAY 
STATE THAT UK CORRECT (AS NOTED BY BRIDGES IN HIS 
PRESENTATION) THAT WE HAVE BEEN REVIEWING OUR PROCEDURES 
AND POSSIBILITY OF CHANGES IN COCOM, BUT THIS REVIEW 

ONLY IN EARLY STAGES. (DEFENSE SCIENCE BOARD RECOM- 
MENDATIONS STILL UNDER EXAMINATION IN DEFENSE AND EARB 
COMPLIANCE STUDY. WHICH COULD HAVE A BEARING ON US 
PROPOSALS IN COCOM, STILL IN PROCESS.) WE THEREFORE 
CANNOT SAY AT THIS TIME WHEN WE CAN GIVE SUBSTANTIVE 
COMMENTS. 

FYI: WE EXPECT TO HAVE INTERAGENCY DISCUSSION OF THE UK 
PROPOSALS THIS WEEK AND WILL PROVIDE FURTHER GUIDANCE 
IF APPROPRIATE. END FYI. KISSINGER 
UNQUOTE ROBINSON 


CONFIDENTIAL 


NNN 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 04 MAY 2006 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 04 MAY 2006 


Message Attributes 


Automatic Decaptioning: X 
Capture Date: 01 JAN 1994 
Channel Indicators: n/a 
Current Classification: UNCLASSIFIED 

Concepts: PROPOSALS (BID), EXCEPTIONS LIST, AMENDMENTS 

Control Number: n/a 
Copy: SINGLE 
Draft Date: 20 JUL 1976 
Decaption Date: 01 JAN 1960 
Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: KelleyWO 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1976STATE179102 

Document Source: CORE 

Document Unique ID: 00 

Drafter: RPRACHT:MRB 

Enclosure: n/a 

Executive Order: XI 

Errors: N/A 

Film Number: D760279-0476 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1976/newtext/t19760740/aaaabiqj.tel 

Line Count: 259 

Locator: TEXT ON-LINE, ON MICROFILM 
Office: ORIGIN EB 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 5 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
Reference: n/a 

Review Action: RELEASED, APPROVED 
Review Authority: KelleyWO 
Review Comment: n/a 
Review Content Flags: 

Review Date: 21 APR 2004 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <21 APR 2004 by CunninFX>; APPROVED <19 AUG 2004 by KelleyW0> 

Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
04 MAY 2006 


Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 

Subject: UK PROPOSALS FOR REVISION OF COCOM CRITERIA AND EXCEPTIONS PROCEDURE 
TAGS: ESTC, UK, COCOM 
To: OECD PARIS 
Type: TE 

Markings: Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 04 MAY 2006 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 04 MAY 2006 



